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1, Introduction

LabBook is a software package designed to help you manage the medical biology data you need to

guarantee high-quality laboratory results.

Fondation Mérieux cannot be held liable for any direct or indirect loss, whether foreseeable or
unforeseeable, arising from the non-operation or malfunction of the LabBook software.

Please note that LabBook is not intended for blood bank management, and that LabBook users
must comply with local legislation on medical laboratory IT before using it.

You have downloaded the LabBook ISO from www.lab-book.org

Please note that the installation process will delete the entire contents of your computer (data,
programs and operating system)! Please make a backup of your computer before continuing with
this manual.

And if you're already a LabBook 2.5 or 2.9 user, be sure to make a backup on a storage device
(USB key or external hard drive); you'll find the procedure for migrating from LabBook 2.5 to 3.X
or LabBook 2.9 to 3.X in the "Backup and Restore" manual.

If you wish to use a USB installation key, we recommend Rufus or Unetbootin.

2. Installation procedure

GNU GRUB wversion 2.06

Ubuntu (safe graphics)
OEM install (for manufacturers)
Boot from next volume
UEFI Firmnware Settings

Use the & and ¥ keys to select which entry is highlighted.
Press enter to boot the selected 0S5, “e’ to edit the commands
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in 3s.
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http://www.lab-book.org/
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On this page, you must accept the terms and conditions of the LabBook (GNU) license to continue
with the installation. Click on "Yes" to start installation, "No" to stop the process.

Confirmation x

® You acknowledge that LabBook is available under a General Public License (GNU) and declare that you accept the conditions that you have read in their entirety.

For Yes, areinstallation will be carried out, and for No, the installation is terminated

Select "Try and Install LabBook" or wait a few seconds. The other menus are intended for
experts who, for example, want to repair a faulty LabBook.
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Installation

Bienvenue

Gaeilge

Galego

Hrvatski

islenska

Italiano

Kurdi

Latviski

Lietuviskai

Magyar Essayer LabBook 3.3.8 Installer LabBook 3.3.8
Nederlands

No localization (UTF-8) . % g . .
. Vous pouvez essayer LabBook 3.3.8 sans rien changer a votre ordinateur, directement depuis
Norsk bokmal ceCD.

Norsk nynorsk
Occitan Ou si vous étes prét, vous pouvez installer LabBook 3.3.8 a coté (ou a la place) de votre
Pkl systéme d'exploitation actuel. Cela ne devrait pas prendre beaucoup de temps.

olski

Portugués
Parkunude dn Rrasil Wous pouvez éventuellement lire les notes de publication.

Select "Install LabBook 3.X".

Installation
Disposition du clavier

Indiquez la disposition de votre clavier :

CrigasTpory
English (US)
Esperanto

French - French (BEFPO, AFNOR)
French - French (BEPO, Latin-9 only)
French - French (Breton)

French - French (Dvorak)

French - French (Macintosh)

French - French (US)

Estonian
Faroese
Filipino
Finnish

French - French (alt.
i

French - French (alt., Latin-9 only)
French (Canada)
R ~ French - French (alt., no dead keys)
French (Democratic Republic of the Conga)
= h{T ) French - French (legacy, alt.)
Grenc s 290 French - French (legacy, alt., no dead keys)
eorgian
9 French - French (no dead keys)
French - Georgian (France, AZERTY Tskapo)

Eranch - Accitan

German

German (Austria)

Saisissez du texte ici pot

Détecter la disposition du clavier

Quikter Précédent Continuer
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Choose your keyboard, then "Continue".

Installation

Mises a jour et autres logiciels

Quelles applications souhaitez-vous installer pour commencer ?
© Installation normale
MNavigateur web, utilitaires, logiciels de bureau, jeux et lecteurs multimédias.
Installation minimale
MNavigateur web et utilitaires de base.

Autres options

Télécharger les mises a jour pendant l'installation de LabBook 3.3.8

Ceci Fait gagner du temps aprés l'installation.

Quitter Précédent Continuer

Select "Continue".

Leave the default choice "Erase disk and install LabBook 3.X", unless you wish to finely
partition your hard disk (experts only), in which case choose
in which case select "Other".

To encrypt the hard disk to protect the cold installation, click on "Advanced
functions", then check the option "Use LVM for the new installation of LabBook 3.6.4"
and finally check "Encrypt the new installation of LabBook 3.6.4", then click on OK and
"Install now".

Note: the option "Erase disk and use ZFS" is possible, but reserved for experts who
really want to use the ZFS file system.
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Installation
Type d'installation

Aucun systeme d'exploitation n'a été détecté sur cet ordinateur. Que voulez-vous Faire ?

© Effacer le disque
Avertissement P I documents, photos, musiques et autres fichiers de tous les systé

Fonctions avancées Aucune
Fonctions avancées

Aucune

© utiliser LvM pour la nouvelle installation de LabBook 3.6.4
Effacer le disque et utiliser ZFS

chiffrer la nouvelle installation de LabBook 3.6.4 pour la sécurité

Wous allez choisir une clé de sécurité 3 'étape suivante

Cancel

Quitter Précedent Installer maintenant

Installation

Type d'installation

Jdev/sdal biosgrub 1MB inconnu

Jdev/sdaz efi 200MB 200 MB

Jdevfsda3 extd /boot 512MB 242 MB

/dev/sdad  ext4 / 27403 MB 24200 MB

Jdev/sdas swap 4096 MB  inconnu

= Modifier Nouvelle table de partition... Rétablir

Périphérique ot serainstallé le programme de démarrage :

Jdevfsda VMware Virtual disk (32.2 GB)

Quikter Précédent Installer maintenant

Select and confirm the security key, then click "Install now".
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Be sure to keep this security key in a safe place, as it will be requested each time
you start LabBook.

NB: Without it, it will be impossible to start the system or retrieve information stored on
the disk!

Installation

Choisir une clé de sécurité :

Le chiffrement du disque protége vos Fichiers au cas ol vous perdriez votre ordinateur. Il exige que vous
saisissiez une clef de sécurité a chaque Fois que l'ordinateur démarre.

Aucun autre fichier en dehors de LabBook 3.6.4 ne sera chiffré.

Chaisir une clé de sécurité:
Confirmer la clé de sécurité:

Activer la clé de récupération:

Altention: Si vous oubliez la clé de sécurité, toutes les données seront perdues. Si vous en avez besoin, notez
votre clé et conservez-la dans un endroit sdr.

Pour plus de sécurité Ecraser 'espace disque vide

Linstallation peut durer beaucoup plus longtemps

Quitter Précédent

Select "Install now", unless you wish to modify the proposed setting.

Fondation Mérieux # NN #



May 3 12:22

Autre chose

Faut-il appliquer les changements sur les disques ?

i Sivous continuez, les modifications affichées seront écrites sur les disques. Dans le cas contraire, vous
g Pourrez faire d'autres modifications.

e ATTENTION : cela détruira toutes les données présentes sur les partitions que vous avez supprimées et sur

celles qui seront Formatées.

Les tables de partitions des périphériques suivants seront modifiées :
§ SCSI2 (0,0,0) (sda)

8 Les partitions suivantes seront formatées :
partition n” 2 sur SCSI3 (0,0,0) (sda) de type ESP
partition n® 3 sur SCSI3 (0,0,0) (sda) de type ext4

3l partition n® 4 sur SCSI3 (0,0,0) (sda) de type ext4
partition n® 5 sur SCSI3 (0,0,0) (sda) de type swap

Revenir en arriére Continuer

LN B N B FeNe]

Select "Continue".

installation
U étes-vous ?

Précédent Continuer

Select your geographical location for the time setting, then "Continue".
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May3 12:23

Installation

Qui étes-vous ?

AEITERT BB (G L Admin LabBook] ]

Le nom de votre ordinateur:  sigl-virtual-machine [-]
Le nom qu'il utilise pour communiguer avec d'autres ordinateurs.
Choisir un nom d'utilisateur : | sigl (]
Choisir un mot de passe:
Confirmez votre mokt de passe:

Ouvrir la session automatiquement

© Demander mon mot de passe pour ouvrir une session

utiliser Active Directory

Modify your LabBook and administrator account details, then click "Continue".

The system will now install, and you will have to wait for the restart prompt.

Bienvenue sur Ubuntu

Rapide et pleine de nouvelles fonctionnalités,
la derniére version d'Ubuntu rend
l'informatique plus facile que jamais. Voici
quelgues nouveautés a découvrir...

» Copie des fichiers...

Fondation Mérieux # NN #
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Select "Restart now".

Remove the installation media from your computer (USB key or DVD or ...).

Press "Enter" to restart.

On restart, enter the password for the "SIGL Admin LabBook" account.
The system will take a few minutes to finalize the installation and set up LabBook.

NB: On first start-up, the 4 launchers on the desktop are not active. "Labbook E-learning"
corresponds to the training module; "Labbook" to the LabBook software; "Update Labbook
Software" triggers the update of the LabBook software from a USB key; and "Labbook Web site" is
the public website presenting LabBook.

To make these launchers active, you need to perform the following operation on each of them:
right-click + "Allow launch". The image corresponding to the function then appears, and the
application can be launched.

20sept. 16:05

B

Corbaillz

Ouvrir
Ouvrir avec une autre application

Manuel
Couper
s 7 ¥ Copier
Renommer...
"‘/“' ‘5‘-"” ‘T Mettre  la corbeille

Autoriser le lancement

— Propriétés
labbool-
zlzarning.desiton
Montrer dans Fichiers

lab-
o ety
book.org.daskion
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usar_trhbak

Labbucl
wiebaits
L
Ltk

Upsdate Leniaok
Selaare

Labband
Elaarning

NB: LabBook takes longer to start up for the first time than for subsequent launches. Some
initializations are performed during this time, and launching from the "Labbook" launcher systematically

results in an https page inaccessible to the browser.

3. Login to user_labbook account

When LabBook was installed, a user "user_labbook" was created. This user is required to
access the backup media you connect to the LabBook server. You need to log in under
"user_labbook" from your server console. During installation, a trivial password
"user_labbook" was assigned to "user_labbook". This password must be changed the first
time you connect.

You will be prompted to enter the current password "user_labbook":
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O

)

user_labbook

o Mot de passe actuel &

Changement du mot de passe pour user_labbook.

ubuntu®

Then enter and confirm the new password:

O

)

user_labbook

° Mouveau mot de passe

ubuntu®

Fondation Mérieux # N\
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4, Switch LabBook to https mode

By default, all communications with LabBook are in http mode.

To improve connection security, you can switch LabBook to HTTPS mode, where it will act as a

local trusted authority.

To do this, run the specific https_labbook.sh script as follows:
¢ Open the LabBook console
e Connect to the LabBook administrator (the one defined during installation-default sigl)
e Runthe command "sudo /home/https_labbook.sh localstore" and answer the

question by entering the LabBook IP address on the local network.
$ sudo /home/https_labbook.sh localstore

[sudo] Mot de passe de sigl :

Creating LabBook CA structure...

Creating LabBook CA Private Key...

Creating LabBook CA Root Certificate (valid for 10 years)...

HHHSG R R G G R G G R
Get and insert /etc/pki/LabBookCA/certs/LabBookLocalRootCA.crt

to your system (Windows, Android, ...) to get your web browser
or LabBook Lite application communicate securely with LabBook
R R R R R R R R R R A

Creating LabBook Private Key...

Creating LabBook CSR...

Please enter the local address @IPVY4 of your LabBook (Ex: 192.168.1.55 ...
|

Notes:

The address can be determined by running the "ifconfig" command. It's usually an address of the form
"192.168.X.Y" or "10.10.X.Y".

Do not use the address 10.88.0.1, which is reserved for internal use, or 127.0.1.1.

This certificate is based on the IP address, which means that if the IP address changes, you'll have to
generate the certificate again, or remember to set the IP address of the server machine before

generating the certificate.

On the LabBook server (Ubuntu), when you launch LabBook on Firefox you get a security warning

(warning: potential security risk ahead), which is normal given that labbook is in http by default.
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B & warning: Potential Secur x = 4+ v = @ o

« - C fa Not Secure  10.10.176.69/sig! 0% W @ signin &)
L3

A Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.10.176.69. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

IF you are on a corporate network or using antivirus software, you can reach out to the support teams for
assistance. You can also notify the website’s administrator about the problem.

cenes [

To switch to https, once the certificate has been generated, click on the
"then on "view certificate".

Learn more....

Go Back (Recommended) Advanced...

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust 10.10.176.69 because its
certificate issuer is unknown, the certificate is self-signed, or the server is not sending the correct
intermediate certificates.

Error code: SEC_ ERROR_UNKNOWN _ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

This brings us back to the "certificate" page, with 2 tabs: the IP address tab and the
LabBookLocalRootCA tab. We'll click on the latter, then on "PEM cert" to download the PEM
certificate.
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28 a Warning: Potential Secur X  Certificate for 10.10.176.69 x + - a
C @ Firefox about:certificate?cert=MIIFYzCCAOUgAWIBAGIUHTV18MJWS7Y 1UEXVWU]cA%2BWO628WD 17 @ signin &)
Certificate
&
10.10.176.69 LabBookLocalRootCA
Subject Name
Country FR
State/Province France
Locality Lyon
Organization Fondation Merieux
Organizational Unit LabBook
Common Name 10.10.176.69
Issuer Name
Country FR
State/Province France
Locality Lyon
Organization  Fondation Merieux
| ‘ Warning: Potential Secur X Certificate for 10.10.176.69 X - (o
C @ Firefox about:certificatezcert=MIIFYzCCAOUGAWIBAGIUHTV18MIWS7Y1UEXVWUjCA%2BWO628WL T @ sign in B
Certificate
10.10.176.69 LabBookLocalRootCA

Subject Name

Country FR
State/Province France
Locality Lyon
Organization

State/Province France
Locality Lyon
Organization

Fondation Mérieux #N% #
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Public Key Info

Algorithm
Key Size
Exponent
Modulus

Miscellaneous

Serial Number
Signature Algorithm
Version

Download

Fingerprints

SHA-256
SHA-1

Basic Constraints

Certificate Authority

Subject Key ID

RSA
4096
65537
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A3:49:13:C3:92:42:F8:C6:91:EB:DA:0OD:71:2E:5F:38:74:8D:E5:37:74:1F:E0:90:....

6F:E9:18:80:86:95:2E:A8:4E:40:A9:9D:C1:3B:70:33:04:73:B6:50
SHA-256 with RSA Encryption

3

PEM (cert) PEM (chain)

77:58:2B:26:A9:82:DF:1C:5D:0E:14:DE:33:DB:1B:CC:F0:4A:26:54:3B:DE:24:5...

E3:A0:A4:BC:EF:34:94:45:E1:88:67.:56:40:07:F1:38:5C:CF:89:B0

Yes

Then go to the browser settings and search for "certificate" in the search bar to find the tab that
manages certificates and click on it.

B & vhming: Potential Secu X Certificate for 10.10.176.69 X £ Settings

« » C @ Firefox about:preferences#searchResults
£33 General Search Results
Certificates
@ Home Configure the certificates that Firefox uses for authentication. Learn more
cer
Q search View Certificates...

e; Privacy & Security
L‘Q Sync
@S‘ Firefox Labs

E More from Mozilla

Fondation Mérieux #N% #
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Then click on "import" and browse your PC to select the file you need to import the LabBook

certificate.

Certificate Manager

Your Certificates Authentication Decisions People

Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name

Security Device

~ ACCV
ACCVRAIZ1
v Actalis 5.p.A./03358520967
Actalis Authentication Root CA
~ AffirmTrust
AFfirmTrust Premium ECC

AFFirmTruck Mahuarkina

View... Edit Trust...

Builtin Object Token

Builtin Object Token

Builtin Object Token

D uilkin Ahinack Talan

Export...

Delete or Distrust...

At this point, you're redirected to the "downloading certificate" page, just check the option
"Trust this CA to identify websites" option and click OK to register the certificate directly.

[ | Trust this CA to identify email users.

View Examine CA certificate

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "LabBookLocalRootCA” for the following purposes?
I Trust this CA to identify websites.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

Cancel } [ OK l

The LabBookLocalRootCA certificate has now been added.
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Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
®R

Certificate Name Security Device

AC RAIZ FNMT-RCM SERVIDORES SE... Builtin Object Token

AC RAIZ FNMT-RCM Builtin Object Token

v~ Fondation Merieux

Software Security Device

LabBookLocalRootCA

v GlobalSign
GlobalSign Root CA - R6 Builtin Object Token

ClahalCinn DankC~A__ N2 uilkin Ahinck Talan

View... Edit Trust... Import... Export... Delete or Distrust...

Back on the browser, you'll notice that the security alert and icon have disappeared, and we now

have the "padlock" icon.

v - g x

B @ 5 LabBook X Certificate for 10.10.176.69 X &3 Settings x <+

« > C ‘IOAOJT&GQ;“&\QL 80% ¥ @ signin A

Logging in
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Installing the certificate on Windows

On Windows, you can also switch from labbook with http to labbook with https (remove the "not
secure" label). To do this, you need :

Erreur liée & la confidentialité x x labbook - Proxmox Virtual Envii X 3 LabBook x e cr_2026010003.pdf

> C © Non sécurisé  htps://10.10.176.69/sigl/disconnect

A

Votre connexion n'est pas privée

Des pirates informatiques tentent peut-étre de voler vos informations sur 10.10.176.69
(mots de passe, messages ou cartes de crédit, par exemple). En savoir plus sur cet
avertissement

NET::ERR_CERT_AUTHORITY_INVALID

Q  Activez la protection renforcée pour bénéficier du plus haut niveau de sécurité
de Chrome

L N
| Paramétres avancés | Revenir en lieu sar
A = 4

Copy the LabBookLocalRootCA.crt certificate to a directory on your PC, then double-click it.

@* | Labbook presentation 3.5 et lite et GMAQ.pptx 07/01/2026 10:03 Présentation Microso... 13206 Ko
‘ _p LabBooklocalRootCA.crt 21/01/2026 15:30 Certificat de sécurité 3 Ko
log_db.log 22/10/2025 17:28 Document texte 149 Ko

Click on "Install a certificate.
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Général Détails Chemin d'accés de certification

m Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de lI'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d"autorités de certification de la racine de confiance.

Délivré par LabBookLocalRootCA

Valide du 21/01/2026 au 19/01/2036

Installer un certificat. .. Dédaration de 'émetteur

Select the Local computer option.

Fondation Mérieux #N% #
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< £* Assistant Importation du certificat

Bienvenue dans I’ Assistant Importation du certificat

Cet Assistant vous aide a copier des certificats, des listes de certificats de confiance et
des listes de révocation des certificats d'un disque vers un magasin de certificats.

Un certificat, émis par une autorité de certification, confirme votre identité et contient
des informations permettant de protéger des données ou d'établir des connexions réseau
sén_risél?s. Le magasin de certificats est la zone systéme ol les certificats sont
conserves.

Emplacement de stockage
(O utilisateur actuel
I © Ordinateur local I

Cliguez sur Suivant pour continuer.

Choose the option Place all certificates in the store.

€ £* Assistant Importation du certificat

Magasin de certificats
Les magasins de certificats sont des zones systéme ol les certificats sont conservés.

Windows peut sélectionner automatiquement un magasin de certificats, ou vous
pouvez speédfier un emplacement pour le certificat.

Sélectionner automatiquement le magasin de certificats en fonction du type de
O certificat

© Placer tous les certificats dans le magasin suivant
Magasin de certificats :
Parcourir...

Click on "Browse" and select "Trusted Root Certification Authorities".

Fondation Mérieux #N% #
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Sélectionner un magasin de certificats X

Sélectionnez le magasin de certificats que vous
voulez utiliser.

,_j Aut

stéme ol les certificats sont conservés.

-] Autorités de certification intermédiaires
[ ] Editeurs approuvés
T rartifirate non mntnricés

un magasin de certificats, ou vous
t.

de certificats en fonction du type de

[_] Afficher les magasins physiques

[ o< ] annue

suivant

Parcourir...

Once you've made your selection, click on "Next".

€~ L+ Assistant Importation du certificat

Magasin de certificats
Les magasins de certificats sont des zones systéme ol les certificats sont conservés.

Windows peut sélectionner automatiquement un magasin de certificats, ou wvous
pouvez spécifier un emplacement pour le certificat.

Sélectionner automatiqguement le magasin de certificats en fonction du type de
O certificat

© Placer tous les certificats dans le magasin suivant

Magasin de certificats :
Autorités de certification radnes de confiance
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Click on "Finish".

-

€ & Assistant Importation du certificat

Fin de |’Assistant Importation du certificat

Le certificat sera importé aprés avoir digué sur Terminer.

Vous avez spécifié les paramétres suivants :

Magasin de certificats sélectionné par |utilisateur I IS Ra galile=] il R -Te g 11 R
Contenu Certificat

Terminer Annuler

Once you've clicked on Finish, you'll receive an alert saying that the certificate import has been
successful.

Fondation Mérieux #N% #



of Certificat

Général Détails Chemin d'accés de certification

ba Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de l'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d’autorités de certification de la racine de confiance.

Délivré a: LabBookLocalRootCA

Délivreé par LabBookLocalRootCA

Valide du 21/01/2026 au 13/01/2036

Installer un certificat... Dédaration de ['émetteur

25

echercher (Ctri+k)

Assistant Importation du certificat X |

L'importation a réussi.

After relaunching the browser, the security message should no longer be present. Note that this
procedure integrates the certificate into the entire Windows system.
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» C 25 §10.10.176.69/sigl/disconnect

Lab Book

A

Ouverture de session

Identifiant

Mot de passe

Connexion

- = € 2% 10.10.176.69/sigl/disconnect

Lab k= 10.10.176.69 X

@ La connexion est sécurisée >

A-S

Ouverture de session

> Cookies et données des sites

@ Parameétres des sites

Identifiant

4

Mot de passe

Connexion
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Cc 25 10.10.176.69/sigl/disconnect

Lab E e Sécurité X

0.10.176.69
=

ﬁ La connexion est sécurisée _

Vos informations, comme vos mots de passe

ou vos numéros de carte de paiement, sont

privées lorsqu'elles sont transmises a ce site. Ouverture de SeSSIOI‘l

En savoir plus

Certificat valide 24 Identifiant

Mot de passe

Connexion

To install the LabBook lite certificate on Android, install LabBook lite and copy the
LabBookLocalRootCA.crt file to the Android system. Then go to Settings.

17494 2 0 17:49 8 + B

Parameétres

Tout Comimunic

Gmail Google Google TV HIThH&Me

> @006

HiTranslate  Horloge LabBookilite M365 Copilot

& gue Portraits

. Se connecter a TECNO ID

) won tetephone

Param

Q@

Magneétoph... Maps Meat Messages

Wi-Fi

s Do P®
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In settings, search for "certificate" in the search bar and click on "trusted certificate", then on "install a
certificate". Then click on "CA certificate".
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17:50 @

< Installer un certificat
Certificat CA
Certificat utilisateur VPN et appli

Certificat Wi-Fi

After clicking on "CA certificate you need to browse your Android and select the file

"LabBookLocalRootCA.crt" and then click on install anyway.
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PARCOURIR LES FICHIERS DANS D'AUTRES APPLICATIONS
Fichiers récents

LabBookLocalRootCA.crt
17:40, 2 chier CRT

17:57 @ 1

Vos données ne seront
pas privees
Les certificats CA sont
utilisés par les sites Web, les
applications et les VPN pour
le chiffrement. N'installez que
ceux provenant d'organisations
fiables.

Si vous installez un

certificat CA, il se peut que
son propriétaire puisse
accéder a vos données (mots
de passe ou informations de

car de credit, par exemple)
depuis les sites Web gue vous
consultez ou les applis que
vous utilisez, méme si celles-ci
sont chiffrées.

Ne pas installer

You can find the newly installed certificate by clicking on "trusted certificates" and then on "user".
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By default, LabBook is configured to connect to the MySQL database as root. To improve
exchange security, you can change the user and/or password by running a specific script called
"mysqgl_change user.sh".
Todo this

¢ Open aconsole and log in as LabBook administrator (default sigl)

¢ Run the new script with the command: "sudo /home/mysql_change_user.sh".

:S sudo /home/mysql_change_user.sh
[sudo] Mot de passe de sigl :
Please enter the new admin user for MySQL:

e Enter the new user and password

:$ sudo /fhome/mysql_change_user.sh
[sudo] Mot de passe de sigl :
Please enter the new admin user for MySQL:
labbook
Please enter the new admin password for MySQL:

Passer@l23
Stopping Labbook ...

e Enter the new user and password
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:- 5 sudo /home/mysql_change user.sh
[sudo] Mot de passe de sigl :
Please enter the new admin user for MySQL:
labbook
Please enter the new admin password for MySQL:

Passer@l23
Stopping Labbook ...

The new account is created with full rights to the MySQL database, and the root user is
deactivated.

: S sudo fhome/mysql_change_user.sh
[sudo] Mot de passe de sigl :
Please enter the new admin user for MySQL:
labbook
Please enter the new admin password for MySQL:
Passer@i23
Stopping Labbook ...
mysql: [Warning] Using a password on the command line interface can be insecure.
mysql: [Warning] Using a password on the command line interface can be insecure.
Credentials have been changed to: labbook [/ Passer@iz3
Restarting Labbook ...
...done

The LabBook service is also restarted and containers are created with these new credentials.

mysql> show users

ERROR 1664 (42000): You have an error in your SQL syntax; check the manual that
corresponds to your MysQL server version for the right syntax to use near 'users
" at line 1

mysql> select User,Host from mysql.user;

labbook |

root |

debian-svs-maint | localhost

labbook | localhost

MysgL. LNTOsCNErd | LoCdLlnostL
| localhost
| localhost
| localhost

mysql.session
mysql.sys
root

+
|
-
|
|
|
|
|
|
|
|

rows in set (0,00 sec)

NB: You can run the script as many times as you like: the first time, root/root credentials are blocked;
subsequent times, the old credentials are simply deleted.

5.  Updating LabBook

To update your LabBook software, you need :

Update files

Updates are available on the LabBook website: https://www.lab-book.org/telechargements/.
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They are numbered, dated and their sizes are also indicated.

PACKAGE
10 octobre 2023

LabBook-
Mises a jour:

Télécharger (693 Mo)

3.3.15 indicates a LabBook 3.3.15 update.
NB: the version of the update is always higher than the version of the installed
LabBook.

Update indicates that this is the update. Unlike Ubuntu, which indicates the LabBook
image to be installed.

693 Mb specifies the size of the update. This information helps you choose the size
of the USB key to use for the update.

-> Have a USB key that can contain the update files. > Copy the

update files to the USB key

The update is downloaded in zip format, so you need to extract the files from the zipped
document and copy the contents directly onto the key.

= labbook-3.3.15-2023.10.10-mises-a-jour Update downloaded from the
== LabBook website
Contents of file after

W labbook-python-3.3.15.tar.xzmd5sum .
extraction

== |labbook-python-3.3.15.tar

W labbook-python-3.3.15.tar.md5sum

[ labbook-3.3.15-2023.10.1 0-desktop-amd64.md5
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CePC > Lecteur USB (D3) Files contained on the USB key The
key must contain only the update
files, and the files are pasted directly
N Trier v = Afficher ¥ | into the key. The update_labbook file
contains the update launch script, and
(J Nom must be present on the key.

update_labbook

0 labbook-python-3.3.15.tarxzmd5sum
== |labbook-python-3.3.15.tar

W labbook-python-3.3.15.tarmd5sum

(] labbook-3.3.15-2023.10.1 0-desktop-amd64.md5

Log in with SIGL Admin account

Insert the key into one of the available USB slots on your LabBook.

NB: Only one update key can be connected at a time.

Check that all update files are present

NB: delete folders and files. Here, for example, you need to delete the "System Volume Information"
folder.

System labbook- labbook- labbook- labbook- update_

Volume 3.3.15- python- python- python- labbook.sh
Informati... 2023.10.1... 3.3.15.tar... 3.3.15.tar... 3.3.1S.tar...

Double-click on the "Update LabBook Software" icon

The process starts and asks for the password of the user who must have "administrator "c rights to be
able to perform the update.
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LabBook Update process
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Labbook 3.1

Please enter your password
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Labboolk
Elzarning
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Labbook Website

Once the CDM has been entered and checked, confirmation of the procedure is requested.

Question

LabBook will be updated to the new version [3.1.0] contained in this device.
Do you want to continue?

It is possible to abort the procedure at this point, and no further action is taken.



Click on "YES" to continue the process. Consistency checks are then carried out (software validity
check, key check, etc.), and the update is carried out. Several steps follow in quick succession, and
the process cannot be interrupted by the user. Here's one of them:

At the end of the process, a message indicates that LabBook has been updated and is now running
with the new software.

Activités B Zenity >

Manuel

b LabBook Software Update Process

r
N

Uncompress the new Software

anbek 3
Labboor 3.1

&

Labbool

Elzarning

Labbook Wabsite

LabBook Software Update Process

Labbook has been correctly updated to the new version [3.1.0]

Valider

6. LabBook user guides

To access the user guides, double-click on the "Manual" shortcut on the desktop, then choose

your preferred language (French or English).
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